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SFTP Tips & Tricks

Using Keyfiles To Access SFTP Services

You can use the private key .pem files to allow you to connect via SFTP on a server that only allows
key access.

The trick is to get the .pem file that Amazon gives you onto the sever that you will be using to connect
to the EC2 instance. When you store the .pem file on the local box, you will need to ensure the security
level is set to 500 (r-x— —).

Here is an example:
# sftp -o IdentityFile=my-amazon-given-key.pem root@domuU-11-22-33-00-CC-11

We often use this trick to talk to our Amazon EC2 instances as they do not allow password based
authentication by default. This is a good security mechanism as only people with an authorized key file
can gain access. It also gives you a quick an easy way to shut down all access keys by disabling a
single key file, essentially shutting down access from an entire group should there be a breach.

Create SFTP Logins Using Private Keyfiles

This 1s an example based on creating 3rd party access to SFTP on an Amazon EC?2 instance. The article
is written for system administrators that wish to grant SFTP access to their server using a private key
file they distribute to their users. There can be multiple key files per username/directory.

1. Logon to the EC2 instance with a privileged (root?) account.
2. Create a keypair and save it to your PC.
. Start puttygen on your PC.
1. Conversion/Import — load the key file you saved in step 2.
2. Save as a private key (I like to add the -priv.ppk extension).
3. Copy the Key data from the top private key info box (Public key for pasting into OpenSSH
authorized_keys file:).
4. Login to the server where you want the SFTP user to retrieve their files from.
. Change to the home directory of the user you want to grant SFTP access to.
. Create a .ssh directory.
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1. chmod 700 on that directory (rwx— —)
2. chmod 750 on that directory (rwxr-x—) to open access to other people in the same user
group.
7. Create an authorized_keys file within the .ssh directory.
1. Create a SINGLE LINE that has the fingerprint you copied from puttygen above.
2. Save the file.
3. Chmod 600 on that file (rw— —-)
1. Use mode 640 (rw-r—-) to open access to other people in the same user group.

Now that you have the private key file from step 2.2 above, you can use that to login via PuTTY or
SFTP from any system. The only thing you need is local access to that key file.

Using Private Keys with Filezilla and EC2

After completing the creation of the key file & server-side tweaks to accept that key, you can now use
desktop clients such as Filezilla to access your FTP content. This assumes the system administrator of
the server you are connecting to has given you a key file and they have installed the handshake
privelages in the authorized_keys file on the remote end.

Pageant Method

Start by running pageant on your local system.

Add key

Find the key you generated with puttygen in step 3.2 above.

Start filezilla

In site manager enter the host name. This will be the same server you logged into on
step 4 above.

e Servertype should be set to SFTP

e Logontype Normal

e User will be the name of the user that was given SFTP access (you created a
.ssh/authorized_keys file in their home directory on the server)

Filezilla Specified Key Method

e Start Filezilla
e File/Site Manager — New Site
e Enter the host name. This will be the same server you logged into on step 4 from
Create SFTP Logins Using Private Keyfiles
e Servertype should be set to SFTP
e [ogontype Normal
e User will be the name of the user that was given SFTP access (you created a
.ssh/authorized_keys file in their home directory on the server)
e Click OK (NOT CONNECT)
e Edit/Settings
o Connection/SFTP
o Add keyfile... and select the private keyfile you generated with puttygen above.
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Filezilla Site Manager

Now connect to that site. Filezilla will read through the keys and find the right key for the user/server
pair that you are connecting to.
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